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1.0 Purpose of the Report 
 
1.1 The purpose of the report is to provide information for members regarding 

the replacement of desktop computers and 2 laptops that are due for 
renewal and an upgrade of Microsoft (MS) Office to Office 365 as a 
starting point to moving to a mainly paperless office and improved 
compliance with General Data Protection Regulations (GDPR). 

 
2.0 Background to the Report 
 

Hardware 
 

2.1 Computers and laptops are replaced on a 3 year rolling programme. 
 

Software 
 

2.2 The cost of outright purchase of MS Office 2016 is approximately £500 per 
user. 
 

2.3 A budget sum was set aside in the 2018/19 Capital Programme Budget to 
purchase an upgrade of MS Office.  Initially, this was to purchase copies of 
Office 2016 for all users currently using Office 2010. However, it is now 
thought that upgrading all users to Office 365 would be a better option with 
a view to moving data to the Cloud and making use of Sharepoint and One 
Point  

 
2.4 Office 365 is a cloud based system. computers would no longer require a 

‘hard copy’ of the software on their individual machines. 
 
3.0 Current Situation 
 

Hardware 
 

3.1 The computers used by the Town Clerk’s Secretary, Leisure and 
Environment Assistant and Finance and Administration Departments and 2 
of the Pre-school laptops are due for renewal in this financial year. 
 
Software 
 

3.2 The Council currently uses Microsoft Outlook 365 for e-mail which is part 
of the MS Office software suite.  There is a monthly licence charge of 
£2.50 per user for using this service. 

 
 



 
3.3 There are currently 37 users with a Microsoft Outlook 365 Licence. 
 
3.4 Upgrading to the full suite of Office 365 on a licence basis will not be 

particularly expensive, as it will remove the need to invest in individual 
copies of Microsoft Office software every 3 – 6 years for our 28 machines, 
as upgrades are included as part of the subscription. 

 
3.5 Office 365 also has a range of productivity tools which enable workers to 

eliminate time consuming tasks, build apps without coding knowledge and 
search easily for documents online. 

 
3.6 Mobile versions of the Office 365 application are available for Android and 

Apple iOS combined with the web version, meaning Microsoft Office 
products could be used anywhere that an internet signal can be obtained.   
 

3.7 Complete transformation to a cloud based system will be incremental: 
 
3.8 The next step is to have a scoping project undertaken.  This enables 

Technology Services Group (TSG) consultants to delve in detail into the IT 
systems and user requirements with a view to migrate from on premise 
data servers to storing it in SharePoint Online and OneDrive. 
 

3.9 The scope of works will give the most accurate migration plan as a first 
phase and offers a true expectation of what the costs are to complete the 
migration. 

 
3.10 The scope of works is required as a phase one of any Office 365 and 

SharePoint project, it forms the foundations for the overall SharePoint 
project, the work is undertaken by a TSG consultant who will also create 
the supporting design document. 

 
3.11 Whilst TSG have a general knowledge of our network and its core 

elements they do not know the exact make-up of the systems and what 
the daily requirements of users are. 

 
3.12 The scope of works will involve the consultant working with a select set of 

key employees, drilling down in to what we have currently, how end users 
consume the data and the wider practices around this on the initial day, 
exploring what is required moving forward. 

 
3.13 Following the onsite session a ‘Migration to SharePoint’ design document 

will be created, recommending the best route forward for a migration to 
SharePoint and OneDrive. 

 
3.14 Moving on from the installation of Office 365 and the outcome of the scope 

of works report, it is intended to move all the Council’s data to the Cloud. 
 
3.15 Microsoft has invested heavily in security protocols that will keep data safe 

not only from hackers but from accidental leaks by members of staff. 
The recently-launched Compliance Manager will allow management and 
monitoring compliance against worldwide-recognised standards including 
GDPR.  

 
 
 

https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Announcing-Compliance-Manager-general-availability/ba-p/161922


 
4.0 Impact on Great Aycliffe Town Council 

 
4.1 Computers are an essential part of the Council’s systems without which it 

would be extremely difficult to run services and function effectively.  It is 
therefore necessary to maintain hardware and replace machines before 
they reach a critical failure point. 

 

4.2 The Council’s IT systems must have appropriate security to prevent the 
personal data we hold being accidentally or deliberately compromised. 
Moving data to Microsoft Office 365, a cloud based storage system, is 
more secure and protected from unwanted intrusion which will improve the 
Council’s compliance with GDPR legislation. 

 
4.3 Data backups are more secure and Office 365 is built from the ground up 

for reliability, availability, and performance and is backed by a guaranteed 
99.9% uptime, financially-backed, service level agreement (SLA). Data is 
safeguarded with geo-redundant, enterprise-grade reliability, disaster 
recovery with multiple data centres, automatic failovers, and a strict privacy 
policy. Office 365 also adds the most current antivirus and anti-spam 
solutions to protect your email 24 hours a day, seven days a week, and is 
compliant with world-class industry standards. 

 
5.0 Staffing Implications  
 
5.1 Some staff may need time to adapt to the new Office Suite but the 

majority of the menus and facilities of the programmes are very similar. 
It is only the additional features which may take time to learn.  

 
6.0 Financial Implications 
 

Replacement Computers 
 

6.1 There is a provision in the 2019/20 Capital Programme Budget of 
£11,000 for the replacement desktop computers and 2 laptops.  A 
quotation has been received from TSG for £10,572 including 
installation and installation of 26 licences for MS Office. 

 
Software updates 

 
6.2 There is provision in the 2019/20 Capital Programme Budget of £7,500 

to purchase copies of Microsoft Office 2016.  However, it will not be 
necessary to purchase individual copies as Office 365 incurs a monthly 
subscription rather than a single purchase cost. 

 
6.3 The Council currently pays £2.50 per month per user for Outlook and to 

upgrade to the full Office 365 package will cost an additional £6.90 per 
user per month. 

 
6.4 A quotation has been received from TSG for £2,153 per annum to 

upgrade 26 users to Office 365 including Outlook (£9.40 per month per 
user, less the £2.50 per month already being paid for Outlook 365).  
This cost will be met from the GDPR provision in the 2018/19 
Information Technology Revenue Budget, whilst provision has been 
made for this moving forward in the 2019/20 Information Technology 
Revenue Budget. 



 
 
 
6.5 There would be a saving on the 2018/19 Information Technology 

Capital Programme Budget, as the £7,500 set aside for MS Office 2016 
software would not need to be spent. 

 
6.6 An order has been placed with TSG for a scoping report to be carried 

out at a cost of £1700.  This is being funded from the additional GDPR 
related budget included in the 2018/19 Information Technology 
Revenue Budget. 

 
6.7 It is also proposed to have 5 laptops encrypted (4 at the Pre-schools 

and one at the Sports Complex) Encryption protects the Council if the 
computer is lost or stolen.  The data on an unencrypted laptop can be 
read by another person. 

 
6.8 A Standing Order Exemption Form is attached at Appendix A providing 

details of the rationale behind the proposed acceptance of these 
quotes and the reasons for not seeking further quotations. 

 
7.0 Crime and Disorder Implications 
 
7.1 None. 
 
8.0 Equal Opportunity Implications 
 
8.1 None. 
 
9.0 Environmental Implications 
 
9.1 None. 
 
10.0 Risk Assessment 
 
10.1 As the various computer systems are now an integral part of working 

practices of the Council and critical to the delivery of the Council’s 
services, a risk assessment has been carried out in relation to the 
matters contained in this report where a risk has been identified, and is 
attached at Appendix E.   

 
11.0 General Data Protection Regulations (GDPR) 
 
11.1 Is any personal or sensitive data required for this proposal which 

 may have any implications for GDPR?                NO 
 
 
12.0 Recommendations 
 
12.1 It is recommended that Members: 
 

 

a. Approve the purchase of the desktop computers and laptops at a 
cost of £9712.00 including installation and installation of Office 365 
suite on 9 computers. (from the Capital Budget) 
 
 



 
 

b. Approve the upgrade installation to the full Microsoft Office 365 suite 
(additional 16 users) at £859.80. (from the Capital Budget) 

 
c. Approve the purchase of 25 Licences for Microsoft Office 365 at 

£9.40 per user per month. (from the Information Technology Budget) 
 
d. Approve the cost of £1676.00 to encrypt laptops. (from the 

Information Technology Budget) 
 
e. Note that an order has been placed with TSG for a scoping report to 

be carried out at a cost of £1,700.00. (from the Information 
Technology Budget) 

 




